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ABSTRACT This paper presents a reconfigurable SRAM-based physically unclonable function (PUF)
topology with multiple challenge-response pairs (CRPs) per cell. The proposed PUF structure enables a very
large CRP space by connecting additional pull-up and pull-down paths to each SRAM cell. These alternate
pathways to the supply rail and ground are activated by the challenge inputs, which effectively reconfigure the
transfer characteristics of each cross-coupled inverter. A newly proposed response instability detector
improves bit error rate (BER) performance by discarding unstable response. In addition, the proposed PUF
adds indirect challenges by scrambling the responses using a Galois linear feedback shift register (LFSR).
The proposed PUF can be applied to a wider range of applications as a CRP PUF because it has multiple CRPs
in addition to the small area and fast operating speed, which are the advantages of the conventional SRAM
structure. In order to verify the performance of the proposed architecture, a 32 x 32-bit reconfigurable SRAM
PUF array with 32-bit challenge is implemented in a 65 nm CMOS process. Experimental results show a core
area of 88.867 um? /bit, energy efficiency of 0.082 pJ/bit, and inter-chip Hamming distance (HD) of 48.93%
across 40 chips. By applying an unstable bit discard (UBD) scheme, BER is improved from 13.7% to 0.9%.
Compared to the state-of-the-art, the proposed PUF is shown to be highly competitive in area, throughput
and energy efficiency.

INDEX TERMS Physically unclonable function, random number generator, authentication, Internet of

Things.

I. INTRODUCTION
The rapid growth of Internet of Things (IoT) devices in appli-
cations such as mobile and wearable computing, autonomous
vehicles, and smart grids, has made two-way wireless com-
munication pervade many aspects of daily life. The benefits
of increased connectivity come with heightened data vul-
nerability issues, such as information leakage and loss of
administrative access. With malicious manufacturers being
propelled by advances in adversarial attacks, there is a critical
need to build resilient security systems against physically
invasive and non-invasive attacks [1], [2].

Information security technology, such as entity authenti-
cation or digital signatures, are inevitably required to build
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a trustworthy bidirectional network. Kerckhoffs’ principle
states that a cryptographic system should be secure even if an
opponent knows the entire underlying encryption algorithm
but does not know the secret key. Therefore, secret random
keys are a crucial element for authentication protocols. Secret
keys can be generated via a true random number generator
(TRNG). The implementation of a TRNG, however, might
be too expensive to embed on chips with stringent design
constrains.

Silicon PUFs are a promising technology for security in
IoT devices [3]. They utilize naturally occurring physical
variations in the chip fabrication process so that the same
circuit produces different outputs across different chips. It is
arguably impossible to create a perfect duplicate [4]-[6].
In many silicon PUFs the secret key is generated only when
needed, so it does not need to be stored in memory. The low
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cost, ultra-small and low power advantages of CMOS tech-
nology make silicon PUFs suitable as secret key generators
in IoT and other lightweight devices.

Silicon PUFs are generally recognized to come in two
strengths: weak and strong. A strong PUF has a CRP space
that is large enough to prevent an adversary, after having
full access to the PUF for a reasonable duration, is unable
to predict an unseen response with an advantage better than
random guessing. To satisfy this criterion, (i) the CRP space
must be large enough such that the attacker cannot fully
model it in the time they have access to the PUF, and (ii)
the CRPs must be sufficiently independent from each other to
avoid the attacker from predicting unseen responses based on
prior observed CRPs. Resource-centric views of PUF strength
link the CRP space to chip area [7]. A weak PUF has a CRP
space that scales linearly with chip area, while a strong PUF
has a large CRP space that increases exponentially with the
corresponding area. In other words, the CRP scaling factor in
a strong PUF should be capable of preventing a malicious
attacker from reading out the full CRP space. Weak PUFs
are typically advantageous in resource-constrained devices,
while a strong PUF is preferable for authentication. Authen-
tication protocols should avoid reusing CRPs to prevent mali-
cious attacks. As the space of CRPs increases, the probability
for a CRP pair to reoccur becomes negligibly small. A system
with a small CRP space may need to compensate potential
reuse which will require additional overhead [8].

A. RELATED WORKS

Demand on SRAM memory for IoT devices has been driven
by its lower standby power dissipation and lower access time
compared to DRAM and flash memory, even though SRAM
is still thought of as a critical block for resource efficiency [9].
Thus, research on building an SRAM PUF as an IoT security
primitive is highly active [10]-[18]. Guajardo et al. [11] intro-
duced the use of an input address as the challenge, and the
power-up state of the selected cell as the response. Initially,
it was thought to be a viable way to improve the security of
FPGAs using pre-existing IP blocks, but many FPGAs are
designed to force SRAM to a known initial state and could
not be relied upon as a PUF. Kumar ef al. [12] improved the
SRAM PUF to a butterfly PUF which alleviated initialization
issues on FPGA. This led to advances in ASIC-based SRAM
PUFs. Notable examples include Maes et al. [15], who dis-
covered that SRAM PUFs and ring oscillator PUFs are able
to achieve the highest degree of uniqueness and reliability
among such PUFs. Mathew et al. [16] demonstrated the high
tolerance of SRAM PUFs to process-voltage-temperature
(PVT) variation. However, memory-based PUFs are gener-
ally limited by their CRP capacity [19]-[21]. Thus far, SRAM
and latch-based PUFs have only been implemented as weak
PUFs, where each cell is capable of storing only one binary
digit. There is a lack of CRPs which depend on the cells rather
than the addressing mechanism. Holcomb et al. [19] recently
demonstrated the use of SRAM in building a native strong
PUF by enabling multiple wordlines concurrently at the
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evaluation stage. Jeloka et al. [20] used sequencing to enable
multiple wordlines in a given order to increase the number
of possible CRPs. But in all cases, wordlines and addressing
have been used to generate challenge inputs on a weak SRAM
PUF. It may therefore be inappropriate to classify these as true
strong PUFs. The proposed design circumvents this issue by
using SRAM cells that may independently generate multiple
CRPs. This paper presents the first SRAM cell PUF with
multiple CRPs.

For a silicon PUF to be utilized in cryptography, reliability
of the response on the same PUF chip must be ensured.
The reliability is a measure of consistency of the response
bits for an identical challenge input across varying envi-
ronmental conditions such as temperature and voltage. For
the same challenge input, it is possible to obtain a varying
response bit due to environmental conditions and variations,
which reduces the reliability of the PUF. Post-stabilization is
often necessary to alleviate this issue [13], [16], [22]-[26].
Error correction codes (ECC), such as the Bose-Chaudhuri-
Hocquenghem (BCH) codes, are often required to achieve
stability, but ECC is computationally intensive, and the power
and area overhead of the ECC logic can be several times larger
than the overhead of the PUF itself. It is also susceptible to
serious entropy leakage [22], [23]. Mathew et al. [16] intro-
duced a temporal majority voting (TMV) circuit to stabilize
unstable bits. TMV averages multiple samples of a bitstream
within a voting window and has shown to improve error by
up to 8%. However, more samples must be taken when the
statistical bias of an SRAM PUF cell is weak which increases
the cost of TMV. They used burn-in hardening to decrease bit
errors which requires high-stress conditions. This additional
manufacturing step will add cost in terms of the necessary
equipment needed to elevate the voltage and temperature
(e.g., a temperature chamber). Yang et al. [24] introduced
a dynamic thresholding technique based on oscillation col-
lapse, but requires additional overhead to track the number of
oscillation cycles for collapse, and is only applicable to oscil-
lator structure. Hiller et al. [26] introduced a new error cor-
rection scheme based on differential sequence coding which
generates a 128-bit key with 974 PUF bits and 1,108 helper
bits for an input bit error of 15%, however, it may require
massive clock cycles (~29K) and RAM size (~10K-bit).
There is a need for compact and cost-efficient post-processing
methods with fewer testing cycles and redundancy.

B. CONTRIBUTIONS

Extending from the previously presented paper [21], this
work introduces a new SRAM-based CRP PUF and its operat-
ing principle in order to generate multiple CRPs from a single
cell. This is achieved by designing a reconfigurable SRAM
cell, the characteristic of which depends upon the challenge
input. A newly designed compact response instability detec-
tor which improves the reliability of responses, and an output
scrambler for optional permutation of the produced response
are also presented. The proposed architecture demonstrates
that it has a large CRP space while maintaining the
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advantages of a fast operating speed (on the order of GHz) and
low power dissipation (on the order of pJ/bit) of weak PUF.
The proposed PUF chip is fabricated in a 65 nm process and
evaluated across 40 chips with a uniqueness index of 1.07%
away from the optimal point, and a BER of 0.9% under the
worst-case measured condition, within an area occupation of
88.867 wm? /bit and energy efficiency of 0.082 pJ/bit.

C. PAPER ORGANIZATION

The paper is organized as follows: section II introduces the
topology of the reconfigurable SRAM PUF, describes its
operating principle and provides a calculation for the total
CRP space. Section III explains implementation of the entire
PUF system in a 1024-bit array, the instability detector and
the output scrambler circuits. The work is experimentally
validated in section IV by measuring the uniqueness, ran-
domness, and stability, along with a comparison against other
comparable state-of-the-art PUFs. The paper is concluded in
section V.

Il. OPERATING PRINCIPLE OF PROPOSED
RECONFIGURABLE SRAM PUF

A. OPERATING PRINCIPLE

Fig. 1 shows a unit cell structure and the voltage transfer
characteristics under both ideal and practical conditions in a
conventional SRAM PUF. As shown in Fig. 1 (a), the unit cell
of the SRAM PUF consists of a cross-coupled pair of invert-
ers with complementary outputs (Voyt and Voyt_g) which
are a function of physical mismatch due to process variation.
Under idealized conditions where both inverters are perfectly
identical, and in the absence of any noise, the metastable point
is located at the intersection of the x- and y-axes, indicated by

Meta-Stable
Point
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Ideal Condition

(a) (b)
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(©) (d)
FIGURE 1. Basic structure and voltage transfer characteristics of
conventional SRAM PUF. (a) Block diagram of the SRAM PUF, (b) Transfer

characteristics under ideal conditions, (c) Transfer curve when
response = 0, (d) Transfer curve when response = 1.
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FIGURE 2. Conceptual structure of the proposed reconfigurable SRAM
PUF unit (a) enabling variability for cross-coupled inverters by challenge,
(b) into pull-up network (PUN) and pull-down network (PDN) separately.
(<) Unit cell schematic of the proposed SRAM PUF allowing
challenge-response pairs using controllable pull-up/down strength.

the dashed line in Fig. 1 (b). In practice, the situation will be
more like in Fig. 1 (c) and (d). The pull-up and pull-down net-
works of cross-coupled inverters drive the outputs to Vpp and
ground, respectively, due to a slight offset caused by process
mismatch. As a result, even if the SRAM schematic in Fig. 1
(a) is replicated, the output values are random and physically
unclonable due to unpredictable process variation. The con-
ventional SRAM cell can generate a response even in absence
of a challenge input. Upon initialization, the metastable point
diverges from the intersection boundary and the response of
the SRAM PUEF cell will settle faster, and become more robust
against noise and other external variation. This is useful in
ID generation. Conversely, for small mismatch, the response
is randomly generated by stochastic noise present in the
circuit.

A schematic of the proposed reconfigurable SRAM PUF
with multiple CRPs is shown in Fig. 2. It consists of multi-
ple cross-coupled inverters (Fig. 2 (a) and Fig. 2 (b)) with
challenge inputs applied to cascode pull-up and pull-down
transistors. By varying the multi-bit challenge, the relative
strength of the pull-up network (PUN) and pull-down net-
work (PDN) can be reconfigured which randomly shifts the
point of metastability (Fig. 2 (c)). This mechanism converts
the weak PUF to a CRP PUF by enabling multiple CRPs
from a single SRAM PUF unit. For each side of the inverters
in Fig. 2 (c), there must be corresponding cross-coupled
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inverters with an identical strength. This ensures the response
is a function of physical mismatch rather than a determinis-
tically applied voltage. The challenge input is connected to
gate terminals of the cascode transistors. The gate impedance
is theoretically infinite thus the PUF responses are hardly
affected by interconnections between the challenge inputs
and SRAM PUFs.

A simple example where the number of NMOS and PMOS
are Ny = Np = 2 for a given challenge input is shown
in Fig. 3. The challenge from Cp to C; reconfigures the
SRAM cell properties, generating new mismatch combina-
tions as a result of process variation. The process variation
of each inverter accumulates with a compound effect on
the PDN/PUN strength, enabling a faster settling time to a
stable state. In Fig. 3 (b), if only one PMOS transistor with
Cop = 0 and C; = 1 is turned on, the number of different
configurations in the cell is two: C; 1 and C3 = O or
C, = 0 and C3 = 1, which is the same number of transistors
that are turned on to have the identical strength for each
side of the inverters. Similarly, for Co = 1 and C; = 0,
the proposed PUF allows two combinations of challenges
input. When both transistors are on, there is only one case in
which all PMOS transistors are on. Therefore, the response
from the PMOS transistor challenges with Np = 2 in the pro-
posed reconfigurable SRAM PUF can have 5 combinations.
Eventually, the proposed SRAM PUF with an 8-bit challenge
input (NN = Np = 2) provides 25 (5 x 5) CRPs, which is the
product of the NMOS and PMOS combinations.

B. CRP SPACE CALCULATION

Equations (1)-(4), as shown at the bottom of the page, repre-
sent the general expression for the number of responses from
the PDN of the NMOS transistors, total number of challenge
inputs, transistors, and CRPs, respectively, when Ny in the

Vpp

Co cz—qfl;l E]p—m [E}_CO
Vpp Voo
e | T i O | MO s O =
BLB — { } } BL
WL

—i —| Vour ;VIT_
—Cs —-C.

C4=1, Cy=0

C7=1, Cg=0

Vss
(b)
FIGURE 3. (a) Unit cell schematic of the proposed reconfigurable SRAM

PUF when Np = Ny = 2, (b) the pull-up/down path as determined by
challenge input (Cx).

proposed SRAM PUF is n. In Eq. (2), the total bit-width of
a challenge input is 4 xn (i.e., nx2x2). 4xn can be decom-
posed to 2x(2xn), where the first factor of 2 represents the
two sides of the network (PUN and PDN), and the second
factor represents the two inverters in a cross-coupled config-
uration. From Eq. (3), the total number of transistors required
for a cell is 8 xn+4 consisting of 8xn for PUN and PDN,
and 4 for coupled transistors. The total number of CRPs in
Eq. (4) is multiplied by both of the responses of the PUN
and PDN, and is calculated to be the square of Eq. (1). For
instance, if the number of bits of the challenge input are 32,
the total number of CRPs of the proposed SRAM PUF is
1.6x 108, as shown in Eq. (5), as shown at the bottom of
the page.

Nn (or Np) = No. of NMOS (or PMOS) making up the inverter on each side

Nn (or Np) = 1, No. of CRPs =1

Nn (or Np) =2, No.of CRPs =2 x2+1=5

Ni (or Np) = 1 (or p), No. of CRPs = ("C1)* + ("C2)” + ...

Bitwidth of challenge in a cell = (2xNN+2xNp) bits

Assuming NNy = Np, Bitwidth of challenge = (4 xNy) bits

No. of transistors in a cell

Total No. of CRPs

Actual value for Ny = Np = §, Bitwidth of challenge

Total No. of CRPs
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IIl. IMPLEMENTATION OF OVERALL PROPOSED PUF
ARCHITECTURE

A. IMPLEMENTATION OF OVERALL RECONFIGURABLE
SRAM PUF SYSTEM

Fig. 4 illustrates the system architecture and its timing dia-
gram of the proposed PUF chip, where the reconfigurable
SRAM PUF cell comprises of 32-bit challenges and Ny =
Np = 8, depicted in Fig. 2 (c). The PUF chip consists of a
1024-bit (32 x 32) array which includes a response instability
detector, a scrambler to optionally permutate the response
to improve complexity, and a controller to switch between
3 operating modes: reset, evaluation, and scramble. To gener-
ate CRPs, all blocks are initialized by synchronously resetting
all signals except for the challenge inputs to either ‘1’ or ‘0’
during reset mode. This is followed by an array evaluation
stage that generates 32-bit output from the challenge inputs.
A single CRP generation consumes a minimum two clock
cycles for PUF reset and evaluation, shown in Fig. 4 (b).
The challenge can be generated through an external input
signal using a serial to parallel interface circuit. The other
way to generate challenge input can be designed for random
bitstream input meeting the challenge constraint by using

32x32-bit Reconfigurable SRAM PUF

Challenge + >

<31:0> : |
WL<31:0> :
: w
CLK—>] o
: &
Mode —> EN<31:0> | 3 |
| — > WL<31>
Address 1> Controller -
<4:0> PUFCeIIl‘ 000 |pUF cell
Clear —| I
Readout Circuit | :

|_l I— H PUF_OUT<31:0> '

. J Response
S‘REF<31'0>+—>\ R ~ Instability Detector j
i B4
Key_OUT<31:0>
(a)

Stability<31:0>

Reset :Evaluation; Scrambling Reset
Mode Mode Mode Mode
CLK 500 ces

Clear I
Mode | |

I

Cha<ll:;e1n_g§ 0000FFFF X D05263AC " 0000FFFF
PU%?_%I :X FFFFFFFF X 27CB5E13 X FFFFFFFF
Ke%?_%l X___Frrrrrre X x_ YgnosreedX FRRFFFFF

Stj&i!i&g IX ><0(Reseti

O(Reset) X Valid

(b)

FIGURE 4. (a) Top-level architecture and (b) waveforms of the proposed
reconfigurable SRAM PUF chip.
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pseudorandom number generator (PRNG). The circuit may
include a shift register and a binary counter. Once a random
bitstream is obtained through PRNG, challenge strength of
each side is compared by the counter and a new random bit
from PRNG is injected using the shift register for a challenge
part having weaker strength. It can repeat until the circuit
detects each side of challenge has the same strength and
the configured challenge is transferred to the PUF circuit.
The responses are screened by a response instability detector.
For the identical challenge input, the same chip should ide-
ally reproduce the same response, while a random response
must be generated across different chips during evaluation
mode. The response instability detector detects occurrences
of bit-flipping under identical challenges. Bit-flipped cells
have a high probability of generating an unstable response for
a given challenge, and so the addresses of susceptible cells
are passed to the Stability signal. These cell responses are
discarded during evaluation. In scramble mode, the scrambler
optionally converts the input string of the 32-bit response
(PUF_OUT) into an XOR-ed output string of the same
length. In the proposed structure, the scrambler implemented
with Galois-configuration LFSR randomizes or bypasses the
response according to the S_REF signal. The S_REF signal
also determines the number of permutations of the response
to be performed.

Fig. 5 (a) shows a transistor-level schematic of the imple-
mented SRAM PUF cell unit when Np = Ny = 8 in Fig. 2
(c), consisting of 16 inverters and a 32-bit challenge input.
From Eq. (5), when Np = Ny = 8, the total capacity of
CRPs is 1.6x 108, The associated timing diagram to read-out
the response from the bitline (BL) is shown in Fig. 5 (b). The
cascode transistors are multi-purposed to not only provide the
challenge signal to the inverters, but to also initialize the cell
during the reset phase. Initialization is performed by entering

Np = Ny = 8, 16 Inverters/pair, 32-bit Input

DD VDD

BLE | 5% ﬂ s BL
Nl e P o hEN

T Vour s eoe X Vour T

wt Chal. ﬁ';{ #ﬁchal. we
<31:24> E. i <23:16>

Vss Vss

(a)

Reset :Evaluation; Reset ;Evaluation; Reset
Mode Mode Mode Mode Mode

Challenge
<31:0> O000FFFF X76EC9F3FX0000FFFFXB7CF8C16) 0000FFFF

EN B L | I
WL I I I I
(Respon SB e'; Pre-Charged Pre-Charged Pre-Charged

(b)

FIGURE 5. (a) Unit cell architecture of the proposed reconfigurable SRAM
PUF when Np = Ny = 8, and (b) its operational timing diagram.
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a challenge that turns off the cascode transistor to block Vpp
and Vgs from being passed to the output nodes. The two
output nodes are safely pre-charged to ‘1’ with an active-low
signal applied to EN. The bitline can also be pre-charged in
the same manner. When the pre-charge phase is completed,
the evaluation phase commences by applying the challenge
bits which drives the SRAM unit to its metastable point. The
positive feedback from the cross-coupled inverter network
will then stabilize the output which are transferred to BL and
BL_B through WL.

In perspective of layout technique, to minimize layout
effects other than physical variations, parasitic components
should be carefully considered to make the left and right side
of the PUF core balanced by drawing the layout in a sym-
metric form including metal, via and contact. The connection
between SRAM and transistors making up the challenge input
should also be drawn symmetrically. While the proposed
SRAM PUF pursues low systematic components, its layout
is drawn with the minimum size devices for large random
variations [13]. Furthermore, it includes dummy gates for
across-chip linewidth variation (ACLV) improvement during
device fabrication [27], which is a contributor for the system-
atic variation through layout patterns.

B. RESPONSE STABILITY IMPROVEMENT

To prevent intrinsic or environmentally induced failures,
many silicon PUFs use integrated post-processing tech-
niques [16], [24]-[26]. The proposed PUF includes a
response instability detector to perform this task. In silicon
PUFs, process mismatch determines the stability and settling
time of the response. In general, most SRAM PUF cells
converge to digitally distinguishable states from initializa-
tion in hundreds of picoseconds. However, cells with small
physical mismatch coefficients have a higher probability of
unexpected bit-flipping due to sensitivity to environmental
conditions (e.g., voltage supply fluctuations and temperature
variation).

The response instability detector in the proposed PUF
evaluates the proportion of bit-flipping by comparing succes-
sively generated responses under identical challenge condi-
tions. The first response generated is used as the reference,
and is stored in a register of the instability detection circuit.
Under identical operating conditions, a second response is
generated by the PUF circuit and compared with the reference
response. This comparison is repeated for 5K operations per
challenge. A CRP is discarded if any of the 5K responses
differ. Fig. 6 introduces the architecture of the proposed com-
pact response instability detector which only requires 4 basic
logic gates to make comparisons between repeated responses.
The instability evaluation method is designed using 2 reg-
isters, an XOR-based comparator, and a buffer (delay). The
first stage register stores the reference response at the rising
edge of the Ready_Ref signal. Then the XOR-based com-
parator determines whether bit-flipping has occurred from
the successive input, and the result is sampled by the fol-
lowing register. The instability detector obviously consumes

79952

Recursive comparisons with| |
previous evaluations

\
I stabilit l
| | Check git

Bl
|
|
T
|
|

Physical

Register »
. PUF_oUT,,| Compa
Unclonable Function -

I
|

I

I

rator |

> I

I

I

PUF_OUT;
Response Unstable Bit Discard (UBD)

Reconfigurable

Ck—> " SRAM PUF

PUF_OUT

Ready_Ref Response Unstable Bit Discard (UBD)

Stability

mpling XOR'ed
Response "~ — Response

EN_Sample RST

(b)

Reset . Reset
Mode Evaluation Mode Mode
Clk cee cee cee

RST | |
EN_Sample | | I | | |
Fose XX X o X e
Stability x X Reset X 0 X 0 XynohbiX Reset

(c)

Ready_Ref

PUF_OUT

FIGURE 6. (a) Overview of the proposed response instability detector
based on multiple comparison, (b) schematic and (c) its operational
waveform.

additional clock cycles than typical PUF operation. At least
a PUF operation is required for generating a reference
response. The EN_Sample signal which samples the compar-
ison result per PUF operation is made by the controller block
to run half a cycle behind the clock. Thus, two clock cycles at
least are required for a comparison, and the clock cycles are
linearly increased for further multiple comparisons.

The proposed post-processing algorithm may also con-
tribute to building a trustworthy authentication proto-
col. A general authentication protocol using CRPs may
include two stages: enrollment and authentication. In the
enrollment stage, unstable CRPs are filtered through the
instability detection circuit, and a robust stable CRPs are
stored and enrolled in the server and PUF chip as secret
keys. Thus, 8.48x 107 stable pairs per chip after discarding
47% (i.e., unstable bit rate at worst case) from the total
1.6 108 pairs can be stored on the server. During the authen-
tication stage, verification is performed between the server
and the PUF chip using the enrolled CRPs. This type of
post-processing is successfully implemented with the SRAM
array and its effect on reliability improvement is analyzed in
the following section.
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C. RESPONSE SCRAMBLER DESIGN

The input (or output) scrambler provides the option to per-
mutate challenge (or response) bits, adding an additional
layer of complexity [13], [28], [29]. In general, the PUF
core should operate as the primary source of entropy, while
the contribution of the scrambler is limited from a security
perspective. Pseudorandom number generators or encryption
algorithms can be employed as a scrambler, thus the proposed
PUF adopts Galois-configuration LFSR (G-LFSR) as the
optional response scrambler because of its simple and fast
bitwise encryption. Moreover, the ability to bypass without
any bit-shuffling is included within the scrambler structure
to benchmark the native PUF performance. Fig. 7 elucidates
how the scrambler operates in conjunction with the PUF, thus
enabling additional indirect challenges by the S_REF signal
which determines the number of permutations to perform
within the maximum possible states. The G-LFSR in the pro-
posed PUF has been modified by including a 32-bit counter to
perform clock-gating according to the S_REF signal. More-
over, the implemented LFSR has 4 taps: 32, 30, 26, and 25,
the positions of which are known to achieve the maximum
cycle size in the 32-bit LFSR [30]. When the PUF gener-
ates the output and the scrambler is activated, the produced
response is transferred to the scrambler to be utilized as a
seed. The received response is then scrambled using as many
cycles as the value of S_REF, and the same-length output is
shown at the output node. Furthermore, if the value of the
S_REF signal is set to zero, then the scrambler would not
permutate the input bits and instead, transfer the input directly
to the output node. However, the scrambler is susceptible to
unreliable CRPs generated by a PUF. This is because if a
produced response is not identical to the previously gener-
ated response, then the scrambled response will also differ.
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FIGURE 7. Scrambler utilization with the proposed SRAM PUF for
improving complexity.
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Thus, when an embedded instability detector decides a CRP
to be unreliable, it would be discarded thus bypassing the
scrambler.

For a scrambler implementation with robust algorithms
if enlarged area constraint is allowed, ISO/IEC 29192 stan-
dard recommends several cryptographic algorithms such
as Enocoro and Trivium [31]. Moreover, the eSTREAM
project portfolio contains couples of stream ciphers such as
Salsa20 and Grain which may be suitable for a scrambler
implementation [32].

IV. MEASUREMENT RESULTS

A. EVALUATION SETUP

The prototype of the proposed reconfigurable SRAM PUF
with 32-bit challenges and 1024-bit array is fabricated in a
65 nm CMOS process. Fig. 8 shows a die micrograph of
the proposed PUF with the instability detector and output
scrambler, which occupy an area of 0.1121 mm?. The mea-
surement setup to verify the performance of the PUF is shown
in Fig. 9, which uses a chip evaluation board with a Xilinx
FPGA, and a memory scan chain for massively iterative
testing under varying operation conditions. The system clock
frequency is tested up to 100 MHz under varying operating
conditions. Uniqueness, randomness (CRP unpredictability),
stability (CRP reproducibility) and chip performance for
a CRP PUF are measured using 40 samples of the fabri-
cated PUF, and are compared against state-of-the-art PUF
structures.

Reconfigurable
SRAM PUF
16 Inverters/pair
68 Transistors/cell
32-bit Challenge
~1.6*10° CRPs/die

Reconfigurable

SRAM PUF Array
(32-bit x 32-bit)

AT

R g £
PUF Unit Cell Ig
I3

. 14.61pm

FIGURE 8. Die micrograph of the reconfigurable SRAM PUF.

B. CRP UNPREDICTABILITY ANALYSIS

The inter-PUF Hamming distance is used to estimate the
average distinguishability, or uniqueness, by applying iden-
tical challenges across different chips and measuring the
difference between the bitstream responses [4]. Conversely,
the intra-PUF Hamming distance indicates the average noise
of responses for identical challenges on a single PUF instanti-
ation. Fig. 10 displays a histogram of the measured inter-PUF
Hamming distance without the unstable bit discard method
and the output scrambler, which is shown to be a Gaussian
distribution with a mean of 48.93% and a standard deviation
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FIGURE 9. (a) Overall chip measurement environment and (b) chip
operation under temperature variation.

of 1.9% over 120K bits responses evaluated across 40 chips.
The reconfigurable SRAM PUF shows competitive unique-
ness metrics as its measured value is very close to the golden
standard of 50%.

The potential as a random number generator is evaluated by
various metrics. Fig. 11 illustrates the Hamming weight dis-
tribution under two conditions to analyze binary proportions
between the measured responses without any post-processing
(i.e., scrambling) [33]: (a) the distribution across 75 differ-
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FIGURE 10. Measured inter/intra-PUF Hamming distance distribution.

79954

ent challenges within a single instantiation of the PUF, and
(b) the distribution for a single challenge across 40 chips. This
metric indicates the likelihood of undesirable bit-aliasing
which may generate closely correlated (or biased) bitstreams
across different chips. The analysis shows a mean of 50.76%
(0 = 6.28%) and 51.21% (o = 2.45%), which shows close
to ideal uniformity and a low risk of bit-aliasing.
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FIGURE 11. Measured Hamming weight distribution. (a) Distribution
across 75 challenges within a die, (b) Distribution across a challenge
between 40 chips.

The auto-correlation of responses is measured to show
repeated bitstream patterns for any given lag. A lag n autocor-
relation estimates the spatial correlation between responses
that are n bits apart [14]. Systematic variations in SRAM
PUFs will be susceptible to model-building attacks due to
impact by neighboring cells, layout or gradients. Therefore,
influence from neighboring cells should also be considered
to ensure high entropy responses [14], [34]. Fig. 12 quanti-
fies the auto-correlation factor (ACF) using the lag between
120K bits native responses, extracted from the entire core
area. The lag represents bit intervals among the extracted
responses. The measured ACF waveform shows negligible
correlation at any bit interval with a mean of 6.804 x 10~°
and a standard deviation of 3.3 x 1073, falling within 95%
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confidence bounds. Therefore, this confirms effective rejec-
tion of layout-dependent variations.
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Auto-Correlation Factor (ACF)
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FIGURE 12. Measured auto-correlation waveform showing negligible
spatial correlation within 95% bounds.

C. MODELING ATTACK ANALYSIS

Resilience to model-building attacks is measured to further
analyze CRP unpredictability. While the PUF exploits natu-
rally occurring physical variations, an attacker may attempt
to build a software model rather than physical replication
after obtaining access to a sufficiently large sample of CRPs.
Thus, CRPs need to be sufficiently independent from each
other. At the very least, unseen CRPs need to be unpre-
dictable enough to prevent false authentication. Digital PUFs
based on competing symmetric circuits (such as arbiters
or ring oscillators) have conditional dependencies between
CRPs, as different challenge combinations may reuse the
same transistors and/or pathways [4]. A PUF with a cas-
cade structure such as nonlinear current PUF might increase
machine learning attack resilience, however, it may suffer
from hardware overhead (e.g., large area occupation and slow
key generation speed) [35], [36]. This lack of independence
between CRPs can be modeled using machine learning tech-
niques [37]-[41]. Becker [37] proposed a machine learning
attack using a divide-and-conquer approach for attacking
XOR PUFs. Recently, Shi ef al. [38] introduced two approx-
imation attacks with the perspective of logical and global
approximation using artificial neural networks that can build
an accurate model particularly for variants of multiplexer and
XOR arbiter PUFs. The work in [40] described that bias and
correlation exist in memory-based PUFs thus may be utilized
for response prediction.

To test how resilient our proposed PUF is to models
built using machine learning, we train a support vector
machine (SVM) on a randomized training set of CRPs (of
varying dataset size), and examine how well it predicts the
response of a challenge input from the unseen test set [42].
This is implemented using the open-source library LIB-
SVM [42]. We performed 5-fold cross-validation and a best
kernel parameter search, which determined the radial basis
function (RBF) kernel outperformed all other tested kernels.
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A variety of machine learning attacks were applied (e.g.,
regression, tree-based methods, CMA-ES), each performed
with a hyperparameter and/or kernel sweep where relevant,
and the strongest attack of these proved to be a support vector
machine using a RBF kernel [37].

Fig. 13 illustrates the prediction error as a function of
the size of the training set with both native and scrambled
CRPs. Responses are extracted from a single cell in the same
location across 40 chips to ensure fair testing conditions.
Moreover, the control input (S_REF) of the LFSR was set
to a fixed value. The prediction error when 10* training
samples are used shows 0.166 on natively generated CRPs,
and 0.239 for scrambled CRPs. The ideal error for prediction
is 0.5, which is equivalent to the probability using a random
guess. We expect the prediction error of the scrambled topol-
ogy shows better performance than that of the native case
because of the multi-dimensional nature of the XOR opera-
tion of the G-LFSR for scrambler. However, the implemented
LFSR structure should be assumed to be open to the public
thus, the prediction error through the ML algorithm should
be considered mainly with native PUF responses while the
LFSR performs the post-XOR subordinately. Compared to
a conventional arbiter PUF [41], the SRAM PUF requires
ten-fold more CRPs to be trained to achieve a prediction
error of 0.1. Moreover 10> CRPs can break the arbiter PUF
with an error of less than 0.1 while the SRAM PUF model
demonstrates errors of 0.191 and 0.256 which are twice as
high for the native and the scrambled CRPs, respectively.

0.3 T
Measured @ 25°C, 1.2V Vpp (Typical)
Single Cell, 40 Dies
Ideal Prediction Error = 0.5 (50%)

0.2

Prediction Error

SRAM PUF Raw Responses
SRAM PUF + G-LFSR

T 10° 10*
Number of Trained CRPs

FIGURE 13. Measured prediction error through training CRPs on machine
learning algorithm.

D. CRP RELIABILITY ANALYSIS

For a given challenge input, consistency of responses is a
crucial metric for a PUF to be usable as a secret key generator
for authentication. The BER for a PUF instantiation can be
measured as a function of the intra-Hamming distance of a
PUF response under identical challenge inputs with different
operating conditions. Fig. 10 illustrates the distributions of
intra- and inter-Hamming distance under identical operating
conditions. 5,000 iterative evaluations over 40 chips are used
to measure stability. The intra-Hamming distance is classi-
fied under two cases: (i) the distance from the native PUF
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response, and (ii) the distance after post-processing using the
unstable bit discard method. Both cases do not consider usage
of the output scrambler. As shown in Fig. 10, the measured
intra-Hamming distances from native and post-processing
have amean of 2.4% (o0 = 1.11%) and 0.000% (o = 0.000%),
respectively. The BER in both cases shows that the proposed
reconfigurable SRAM PUF produces stable random bits with
an acceptable distribution. Fig. 14 (a) displays the native BER
under different combinations of supply voltage from 1.0 V to
1.4 V with a 0.2 V step, and operating temperature from 0°C
to 75°C in 25°C steps. In practice, all bits that are unstable at
either extreme must be discarded. The lowest BER of 2.4%
occurs for 1.2 V and 25°C. Post-stabilized BER under the
measured different combinations of operating conditions are
explained in Fig. 14 (b). The BER is less than 1% over the
entire measured range of supply voltages and temperatures.

The proportion of discarded CRPs for satisfying a given
BER requirement under corner cases must also be consid-
ered, since over-discarding CRPs without a proper bound
can significantly reduce the CRP capacity of a chip. Fig. 14
(c) quantifies this issue by showing how worst-case corners
have a smaller number of usable CRPs based on the instability
detector. Under typical operating conditions, discarding all
bits determined to be unstable (i.e., 35% of all bits) reduced
the post-processed BER to 0%. This threshold is extremely
strict, and for many practical applications may be relaxed. For
instance, a stringent threshold would be used where BER is
critical, and a relaxed threshold may be used where the CRP
capacity is critical.

E. AUTHENTICATION FEASIBILITY

For feasibility analysis as a secret key source for practical
identification, a false acceptance and rejection rate (FAR and
FRR) are computed. The FAR and FRR metrics estimate the
ability for true identification without acceptance and rejection
mistakenly due to insufficient security and robustness of a
PUF [43]. An authentication threshold adjusts the trade-off
between the FAR and FRR, so the equal error rate (EER)
indicates the intersecting point of the two measures. The FAR
and FRR for the proposed SRAM PUEF, along with other
approaches in Table 1 under the fair identification threshold
condition, is shown in Fig. 15. The FAR and FRR for the
proposed PUF is relatively close to the analog PUF [36]
while it is better than the SRAM PUF [20] and the arbiter
PUF [44], within an acceptable range among the state-of-
the-art. Depending upon authentication requirements, either
a more secure or more robust authentication process can be
developed.

F. ENERGY CONSUMPTION

Energy consumption is an important indicator for employing
a PUF in lightweight devices. Fig. 16 describes the energy
consumption per a single response bit generation as a function
of the clock frequency. The energy is considered without the
post-processing methods for PUF energy comparison fairly.
It shows the inverse proportional relationship to the clock

79956

Native BER (%)

1 1‘.1 1‘.2 ‘{.3 14
Supply Voltage (V)

(a)

osf "

0.6

0.4f

0.2

BER after Post-Processing (%)

03 11 12

Supply Voltage (V)

13 1.4

(b)

50

48[

<,

42F
40(

38¢

Unstable Bits (%)

W U

340

32r

1 1‘.1 1.2 1‘.3 14
Supply Voltage (V)

()

FIGURE 14. (a) Bit error rate without post-processing method,
(b) stabilized bit error rate using the unstable bit discard method and
(c) discarded CRPs analysis under operating environment changes.

frequency and the most efficient consumption of 0.082 pJ/bit
ata maximum measured frequency of 100 MHz. SRAM-based
fast response generation without a need of multi-stage opera-
tion compared to the conventional CRP generating PUF such
as RO, arbiter and addressing based SRAM PUF contributes
to achieving the low energy consumption [20]. Modern
CMOS technology e.g., 28 nm process may further improve
the efficiency as the typical supply voltage decreases.

G. PERFORMANCE SUMMARY AND COMPARISON
Table 1 describes and compares several significant perfor-
mance metrics of similar competitive PUF instantiations.
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TABLE 1. Performance Comparison Results with State-of-the-Art.

ISSCC’15 [24] VLSI'17 [20] Access’19 [44]  TCAS-I'20 [36] This Work
CMOS Technology 40 nm CMOS 28 nm FDSOI 65 nm CMOS 130 nm CMOS 65 nm CMOS
PUF Topology Delay(RO) Bi-Stable(SRAM)  Delay(Arbiter) Analog Bi-Stable(SRAM)
Bit-Width of Challenge [bit] 96 256° 64 65 32
Output Length [bit] 1 64 1 1 1024
Number of CRPs 5.5 x 1028 1.17 x 1011 1.8 x 10%° 3.7 x 1019 1.6 x 1084
Measured Temp. [OC] —25 ~ 125 0~ 80 —40 ~ 150 —20 ~ 80 0~ 75
Operating Conditions Vpp [V] 0.7~1.2 0.5~ 0.9 1.08 ~ 1.32 1.08 ~ 1.32 1.0~14
Native 9 12 10.46 9 13.7
per 10°C (Norm.) 0.6 1.5 0.55 0.9 1.83
Worst Case BER [%] per 0.1V (Norm.) 1.8 3 4.36 3.75 343
o 0 0.4 0.9
After Stabilizing 340, piscarded) - - (42% Discarded)  (47% Discarded)
Inter-PUF HD 0.5007 0.483 0.468 0.499 0.4893
N . 0.166 (Native)
4 _ -
ML Prediction Error 10* CRPs Trained 0.106 0.4 0.239 (Scrambled)
Core A Area [um? /bit] 845 0.7605 3838 6240 88.867
ore Area Normalized Area® 8.37 6E-3 21.59 8.64 1.00
E C i Energy [pJ/bit] 17.75 0.097 2.74 11 0.082¢
nergy Lonsumplion - Normalized Energy® 309.62 1.85 16.71 8.26 1.00
Throughput [Mb/sec] 1.6° 1100 25 0.006 1600
Post-Processing Method Thresholding - - Calibration Unstable Bit Discard
2 Normalized with CMOS technology and challenge bit-width
b Effective throughput = Clock frequency x (1—Percentage of CRPs discarded during evaluation in the worst-case)
¢ Challenge bit-width = # of Rows x (Sequence—1), Sequence = 5 in this comparison
41.03 x 1027 with expanded challenge of 96 bits and 5.46 x 1026 after discarding 47% of the CRPs
¢ PUF energy consumption without post-processing for fair comparison
° I —o— This Work "\k I T F
—#—RO PUF (ISSCC'15) — Te
SRAM PUF (VLSI'17) = S
Arbiter PUF (Access:19) e Te
N = Equaitrorline ] g 100 v
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Better Security 2 Te
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¢ FIGURE 16. Energy consumption per a response bit generation as a
12 ] ] function of the operating frequency.
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FIGURE 15. Comparison of false acceptance and false rejection rate
under the fair identification threshold condition.

The proposed reconfigurable PUF shows a small area of
88.867 um?/bit and energy efficiency of 0.082 pJ/bit com-
pared to other state-of-the-art topologies. To compare the
performance under fair conditions, the normalized core area
and energy consumption are also presented in Table 1. The
normalized values are calculated by using the minimum gate
length of the CMOS process to scale area and energy by a
factor of 1/S% and 1/S3, respectively [45]. The challenge
bit-width is linearly normalized. In Table 1, the proposed
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PUF has the lowest normalized energy dissipation and falls
within the lower class of area occupation among state-of-
the-art structures. The fastest throughput index of 1.6 Gbps
allows for high-speed key generation. Although the number
of CRPs of the proposed PUF is comparatively low, if our
chip area is normalized to allow for 96-bit challenges, this
allows for a capacity of 1.03 x 1027 CRPs, or 5.46x10%
if the unstable 47% of CRPs are discarded. These values
are comparable to state-of-the-art designs [20], [24], [36],
[44]. The expanded CRP space with 96-bit challenges also
contributes to increasing required time for full CRP read-out
by an attacker with full access. The total read-out time can
be estimated by a function of the total number of CRPs,
required clock cycles for generating a single CRP and clock

79957



IEEE Access

S. Baek et al.: Reconfigurable SRAM Based CMOS PUF With Challenge to Response Pairs

frequency. Under a condition for a single CRP generation
speed (minimum 2 cycles) and the system clock frequency
(100 MHz as maximum measured frequency), it may require
up to 2.06x 10! seconds for full read-out, making it difficult
to attempt an attack.

The CRP relation of the proposed PUF demonstrates strong
resilience to model-building attacks with prediction errors
of 0.166 on native CRP generation, and 0.239 when scram-
bled using the G-LFSR on a training set of 10* CRPs using
a SVM to perform classification. The prediction error of the
proposed PUF is higher than that of comparable SRAM based
PUFs [20]. The analog PUF [36] has the best resilience to
machine learning attacks, though it comes at the cost of larger
area occupation, higher power consumption, and slower key
generation speed than SRAM based PUFs.

In addition, the proposed SRAM PUF demonstrates com-
parable uniqueness (48.93%) and a BER (0.9%) across a mea-
sured operating range. To compensate the different operating
ranges among the state-of-the-art, the worst case native BER
is normalized per 10°C and per 0.1 V, resulting in 1.83%
and 3.43% respectively. The implemented SRAM PUF shows
slightly worse BER performance than the other PUFs. This
result is expected to be due to the 1K-bit large-scale array
implementation, which may degrade reliability via cross-talk
between densely connected cells [34], [46]. However, this
trade-off is justifiable as the proposed chip is the only
one to surpass the ISO/IEC 29192 standard which recom-
mends a minimum of 80-bit or 112-bit security strength for
lightweight cryptography [31]. Security-critical systems are
likely to require multiple security services within a single die,
such as confidentiality, authentication, and non-repudiation.
Thus, several sets of secret keys would be required for dif-
ferent algorithms. A large-scale array, such as the presented
chip, would therefore be fully utilized.

V. CONCLUSION

This paper presents a reconfigurable SRAM-based PUF with
160M CRPs. The proposed architecture is the first to integrate
multiple CRPs per cell by cascoding pull-up and pull-down
transistors into cross-coupled inverters within each SRAM
cell. The proposed response instability detector is shown to
improve BER performance by discarding unstable responses,
and the output scrambler adds indirect challenges by using a
Galois-LFSR to scramble the response. The proposed PUF is
implemented in a 65 nm CMOS process and was measured
to evaluate the performance of uniqueness, randomness,
and stability under various supply voltages and temperature.
Compared with other state-of-the-art designs, the proposed
PUF shows high-speed, high power efficiency, and compact
area while maintaining good CRP density and performance.
To the best of our knowledge, this is the first experimental
demonstration where multiple CRPs are attained within an
individual SRAM cell. The proposed topology, which merges
the advantages of weak and strong memory-based PUFs, can
be used as a practical information security system for a highly
robust and unpredictable bi-directional authentication.
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